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IIporpamma BCTYNHTEJbHOI0 3K3aMeHa
JJISl MOCTYNAKIIUX B IOKTOPAHTYPY
Ha rpyniny odpa3oBaTe/ibHbIX IPOrpaMM
D095 — «MupopmanmoHHasi 6€30MACHOCTHY

1. O01mue MoJI0KeHu .

1. Ilporpamma cocrtaBieHa B cooTBeTcTBUU ¢ Ilpuka3zom Munucrtpa oOpa3oBaHus U HayKu
PecniyOnuku Kazaxctan ot 31 oktabpst 2018 roga Ne 600 «O06 yrBepkaeHur THUIOBBIX MpaBuil
npueMa Ha oOyueHHe B OpraHu3aluu 00pa3oBaHUs, peau3yolue 00pa3oBaTeIbHbIe POrpaMMbl
BBICILIETO U TIOCIEBY30BCKOro 00pa3oBaHus» (fajee — TuioBble paBuiia).

2. BeTynuTenbHbIN 3K3aMEH B JIOKTOPAHTYpPY COCTOMUT M3 HAIMCAaHUA 3cce, CAayd TecTa Ha
TOTOBHOCTh K OOydeHHI0O B JoKTOpantype (daree - TI'O), sk3ameHa mo NpoQMI0 TPYIIbI
00pa3zoBaTeNbHBIX IPOrpaMM U cOOeceJ0BaHUs.

baok banisl
1. Dcce 10
2. TecT Ha TOTOBHOCTB K OOYYCHHIO B 30
JIOKTOPAHTYpe
3. DK3aMeH 1o MPOQIIIIO TPYIIITHI 40
00pa3oBareIbHON MPOTPaMMBbI
4. CobecenoBanue 20
Bcero npoxomHoi 100/75

3. HpOI[OJ'DKI/ITCJ'IBHOCTL BCTYIIUTCJIBHOI'O JK3aMCHa - 4 qaca, B TCUCHUC KOTOPBIX
HOCTyrIaIOHH/Iﬁ MMUIICT 3CCC, NPOXOAUT TECT HA TIOTOBHOCTH K 06yquH}0 B JOKTOpPaHTYpE,
OTB€YaCT Ha BHCKTpOHHLIﬁ JK3aMEHaIlMOHHBIM ouer. CO6CC€,Z[0BaHI/IC IMpOBOAUTCA HaA Oaze
By3a OTACJIBHO.

2. ITopsinok npoBeneHNs BCTYNMTEIBLHOI0 3K3aMeHa.
1. Tloctymaromme B JOKTOpPaHTYpy Ha Tpymmy oOpa3oBaTenbHbIX mporpamm D095 -
«MupopmanonHas 6e30macHOCTb» MUIIYT IpobiemHoe / Tematuyeckoe 3cce. OObeM acce — He

meHee 250-300 coB.

2. DNEeKTPOHHBIN YK3aMEHALIMOHHBIA OMIJIET COCTOUT U3 3 BOPOCOB.



Tembl 1JIs1 NOATOTOBKH K IK3aMEHY
1o npo¢uI0 rpyninsl 00pa3oBare/ibHON NPOrPaMMBbI.

I[I/ICI_[I/IHJII/IHa «Oprammaunﬂ CHUCTEM HH(l)OpMﬁIIHOHHOﬁ 0e30macHOCTH»

Tema: kpunroanaius

IloaTeMsr:

1. Knaccuueckne mmdpsl u ux Bekpeitue. udp casura u aduusenii mupp U HUX
nemdpoBaHre U B3JIOM METOJOM Iepebopa. YacTOTHBI MeToA BCKpPHITHS IHdpa 3aMeHbI.
Henocratku kinaccndyeckux mu(poOB, YaCTOTHBIN aHAIM3 TaKUX IMU(PPOB TEKCTOB HA Ka3aXCKOM U
PYCCKOM SI3bIKaX.

2. Konp1io mensix ymcen, anroput™m EBknmpma u crneactBus. [IpencraBieHue HaumOONIBIIETO
obwero penutens. Teopust cpaBHeHH. CBOWCTBa CpaBHEHHMH MO JaHHOMY Moayio. OOGpaTumble
3JIEMEHTHI 110 IaHHOMY MOJYJIIO.

3. Oyuknus Oitnepa u ee cpoiictBa. DyHkuMs Oiiepa Ha HPOCTHIX yHciax. Teopema o
MYJIbTHILIMKATUBHOCTH (QYHKIUHU Diinepa. DopMmyrna HaxOXACHUS 3HaYeHHWH (yHKIuU Diinepa,
BO3BE/ICHUE B CTEIIEHb C MCII0JIb30BaHHEM (QyHKIUHU Diliepa.

4. Teopema depma-Oilsiepa u ocHOBHas TeopeMa RSA-mudpa.

5. RSA-tmdp, npornecc mudpoBanus U 4YreHus, ooocHoBanure. RSA-mmdppoBanue OTKPHITHIM
KJIIOUeM 3a7aHHOro TekcTa. RSA-nemudpoBanre 3aKpbITHIM KIIFOUEM 33IaHHOTO TEKCTA.

6. RSA-3eKTpOHHAS MMOIUCH, U 1 000CHOBaHUE.

7. Peanuzanus npoueaypsl RSA-31ekTpoHHON NOANUCH, YacTh MOANUCHIBAHUS JIEKTPOHHON
MOJIHUCKHIO TOKYMEHTA.

8. Peammzanust mpoueaypsl RSA-snekTpoHHOM mOMNMUCH, 4YacTh IMU(GPOBAHHE IOIMUCH
OTKPBITHIM KJIFOUOM.

9. PacnpeneneHne MpOCTHIX YHCENT B HATYpaIbHOM Py U orlleHka RSA mudpa.

10. Konbio MHOrowieHoB Haj mojeMm < F, ; +* > amroputm EBkimna, mpencraBiieHue
HauOO0JIbIIEro OOIIEro JeIUTENs ABYX MHOIOWIEHOB. HenmpuBouMble MHOTOUJIEHBI B 3TOM KOJIBLIE.
HenpuBoaumeie MHOTOUIIEHEI cTenieHei 2,3,4,5.

11. Koncrpykuus nonsg < F2" ; +* > Kak I0JiI MOCTPOEHHOIO M3 OCTaTKOB IO MOMYJIO
HEMPUBOJIMMOTO MHOTOUWIEH. 3aJaHUe CIIOKEHUSI 1 YMHOXEHUS B 3TOM 1osie. OOpaTHbIe 31€MEHThI
[0 CJIOKEHUIO U OOpaTHBIE AJIEMEHTHI 110 YMHOXXEHMIO JJIsi HEHYJEBBIX AJIEMEHTOB 3TOTO MOJIS.
[TocTpouts none < Fig ; +, * > .

12. Teopema Jlarpanxa o AETUMOCTH TOPSIIKA TPYIIIBI Ha TOPSI0K MOATpyHbl. CIeacTBust O
TOM, 4TO MOPAJOK 3JIEMEHTa IEIUT NOopsAAoK rpynmnsl. [Tpumepsl noarpynn rpynmnsl Zn. Teopema o
epBOOOpa3HOM 3J1eMeHTe B noiie < Fz, ; +,* >. [lepBooOpa3Hbie 21eMeHThI ot < Fig ; +,* >,

13. KoHcTpyKuusi 1OJsi, TOCTPOCHHOTO W3 N-pa3psAHbIX JBOWYHBIX OJIOKOB. 3ajaHue
CIIO)KEHMSI 1 YMHOKEHHSI B 3TOM 1ojie. OOpaTHBIE 3JIEMEHTHI MO CII0KEHHUIO U 00paTHBIE 3JI€MEHTHI
[0 YMHOXEHHMIO JJISi HEHYJEBBIX 3JIEMEHTOB 3TOTO MOJIs, TEepBOOOpPA3HBIE JIEMEHTHI 3TOrO IOJIS.
[Toctpouts nosne 4-pa3psAHBIX JBOMYHBIX OJIOKOB, YKa3aTh I€PBOOOPA3HbBIE JIEMEHTHI ATOTO MOJIS.

14. 3anauva Judpu-Xennmana. Co3gaHue oOIIEro cekpera Ui yJaleHHBIX MOJb30BaTeseH,
ONUPAsCh HA «HEpa3pemnMOocTh» 3a1auu udpu-Xemimana. Pemenue nmpo6ieMbl oOMeHa KitouaMu
JUI yaJ€HHBIX M10JIb30BaTeNeH.

15. lludgp DOnp-I'amans, npenecc oOMeHa KiIO4aMH, MH(PpPOBaHUE U JeMIU(PPOBaHUS.
Peanuszanus Ha npumepe.

JucuumninHa «MeToabl M CpeAcTBa 3alUTHI KOMIIBIOTEPHOI HH(OPpMALTUN)



Tema: Mozenu u MeTo bl HIM(PPOBAHUS UHPOPMALIUT

IloaTeMsr:

1. Kparkue ucropuyeckue CBEIECHHS O BO3SHUKHOBEHMM U PA3BUTUU METOJOB KPUIITOJIOTHH.
Kpunrorpadus. Kondunenuuansuocts. Llenoctnocts. Ayrentudukanus. Ludposas moamnuce.

2. Monenp bemma-Jlamanynel. [IpenBaputensHoe pacmnpeneneHue wimoded. [lepechinka
kimouei. OTKpbITOe pacmpeneneHrne kimodei. Cxema pasneneHust cekpera. MHdpacTpykTypa
OoTKpBITEIX Kiroued. Ceprudukarsl. Llentpsl ceptuduxanuu. dopmanbHble MOAETH IMHU(PPOB.
Mopnen OTKpBITBIX TEKCTOB. MareMaTudeckue MOZEIU OTKpBITOro Tekcra. Kpurepun
pacro3HaBaHHMs OTKPHITOro Tekcta. Kiaccudukanus muppoB MO pa3iuyHBIM PU3HAKAM.
MaremaTnueckas Mmozaens mudpa 3amensl. Kiaccuduxanus mmdpos 3aMeHsl.

3. Monpens Low-Water-Mark (LWM). MapuipyTHble NepecTaHOBKH. DJIEMEHTHl KPHIITO-
a”anu3a mwudpos nepecraHoBky. LHIngpsr 3aMeHBI.

4. Mogenu J. Goguen, J. Meseguer. TaGmuuHoe rammupoBanue. O BO3MOKHOCTH BOCCTa "HOB-
JIEHUs BEpOSATHOCTEH 3HAKOB TIaMMbl. BoccTaHOBIEHHME TEKCTOB, 3allM(POBAHHBIX HEPaBHO-
BeposiTHOM Tammoii. [loBTopHOEe wucnonb3oBanue rammbl. Kpunrtoananus mmdpa Buxenepa.
Ommobku mudppoBaIbIIUKa.

5. Mozenp BbIABICHHS HapylmieHHs O€30MacHOCTH. ODHTPONHS M HW30BITOYHOCTH SI3bIKA.
Paccrosnne eauHcTtBeHHOCTH. CroiikocTh mugpoB. Teopernueckas CTOMKOCTh IMIU(POB.
[Ipaktuyeckas croiikocte muUdpoB. Bompock wumurocroiikoctn mmdpos. Iudper, ©He
pacnpocTtpanstomue uckaxeHuil. ludpel, He pacnpocTpaHsiomMe HCKaKeHUH Tuma '"3ameHa
3HakoB. [lIudpsl, HE pacpocTpaHsromKe HCKaKEHHIH THTIA "TIPOITYCK-BCTaBKa 3HAKOB.

6. biounsle cuctems! mudposanus. Ilpunnuner noctpoenus OnouHbIX mK@pos. [Ipumeps
O6mouHbIX mHdpoB. AMepukaHckuii ctangapt mudposanus ganasix DES. Cranmapt mmdpoBanus
nanaelx ['OCT 28147-89. Pexumbl ucnonb3oBanus O104yHbIX ImmdpoB. KomOunupoBaHue
QIrOpuTMOB OJl0yHOro wHU(poBaHusd. MeToapl aHanM3a AJITOPUTMOB OJOYHOrO MIM(PPOBAHUS.
PexomeHanMy no UCMoJIb30BaHUIO AJITOPUTMOB OJIOYHOTO MH(POBAHUS.

7. Ilorounsle cucreMsl mudppoBanud. CHHXpOHU3aUsl MOTOYHBIX HMHU@pcucteM. [IpuHIUIBI
MOCTPOeHMUsI MOTOYHBIX MmuppcucteM. Ilpumepsl motounsix mudppcucteM. udpcucrema AS.
Mudpcucrema T'mpdopna. Jluneiinsle peructpsl casura. Anroput™ beprekemma—Meccu.
VYCnoXKHEHHE JMHEHWHBIX PEKYPPEHTHBIX IocienoBarenpHocTeld. (DuiubTpyromue TIeHepaTopsl.
KoMOunupyromue renepatopsl. Kommo3unuu JMHEWHBIX pPErucTpoB ciaura. Cxemsl cC
JUHAMMYECKUM M3MEHEHHMEM 3aKOHa peKypcuu. CXeMbl ¢ JIEMEHTaMHu IaMmsaTu. MeTtoasl aHanusa
MOTOYHBIX MHU(POB.

8. Ympasnenue 6e3onmacHocTbio. CTaHmapThl, ayauT OezomacHOcTH. OCOOEHHOCTH pPEYEBBIX
curHaioB. CkpemOnrpoBanue. YactoTHble mpeobpa3oBaHus curHana. Bpemenusle npeodbpazoBaHus
curHasia. CTOHKOCTb CHCTEM BpEMEHHBIX IlepecTaHoBOK. Cuctemsl 1HdpoBoil TenedoHuu.

9. Cucremsl mmdpoBanus ¢ OTKpbITeIME Kirodamiu. [lndpcucrema RSA. udpcucrema Db-
I'amansa. Hludpcucrema Mak-Onuca. [ludpcructemsl Ha ocHOBe "MpoOIeMbl prok3aka'.

10. Wpentudukanms. [IpaBuia cocraBieHHs Mapojeid. YCIOKHEHUE MPOIenyphl TPOBEPKU
naposieii. "Iloxconennsie” maponu. I[laponbHble ¢pas3bl. ATaku Ha (QUKCHPOBAHHBIE TAPOJIH.
[ToBTOpHOE HCcTONB30BaHKE Taposiel. ToTanpHBIN Mepedop maposei. ATaku C TTOMOIIBIO CIOBapS.
Jluunble uaeHTHQUKANMOHHBIE HOMepa. OJHOPa30Bble Mapoyid. «3arnpoc-oTBET» (CHIIbHAS
uaeHTuduKanus). "3anpoc-oTBeT" ¢ HCIOIb30BAaHUEM CUMMETPUYHBIX aJITOPUTMOB MIK(POBAHMUS.
"3ampoc-oTBeT" ¢ MCIOIB30BAaHMEM ACHMMETPHUHBIX AIrOpUTMOB HH(po-BaHus. [IpoTokossl ¢
HYJIEBBIM pasrialieHueM. ATaki Ha IPOTOKOJIbI HACHTU(PUKALIUY.

11. Kpunrorpadpuueckue x3m-GpyHKuu. OYHKIMU XIIMIUPOBAHUS MU IEIOCTHOCTH JAHHBIX.
KitoueBbie pyHkumu xsmupoBanus. beckinroueBsle GyHKIMN Xa1mupoBanus. L{enocTHOCTh TaHHBIX
U ayTeHTU(UKaIMs cooOmeHnit. Bo3MoxHbIe aTaku Ha QYHKIIMH XOIIMPOBAHUS.

12. Iudpossie noamucu. Ob6mue monoxenus. [{udporsie moanucu Ha OCHOBE MHPPCUCTEM C
OTKpBITBIMU Kimtouamu. Lludposas noanuce @uata-lllamupa. Hudposas noamuce Dmb-I"amans.
OnHopa3oBble U(PPOBHIE MOATUCH.



13. TIporokomnbl pacmpenenenust kmoueid. Ilepegaua kirodeid ¢ MCHONB30BaHUEM
CUMMETPUYHOrO ¢ poBanus. J[BycTOpoHHHE TPOTOKOIIBI. TpexcropoHHHE MpoToKoukl. [lepenaya
KIIIOYEeH C MCIOJIb30BAaHHEM acHMMETpU4HOro mudpoBanus. [Iporokonsl 0e3 HCHOIB30BAHUS
uupposoit momnucu. IlpoTokonsl ¢ wucnonb3oBaHueM I1HdpoBoil mnoamucu. Ceptuduxarsi
OTKpBITHIX KiItouel. OTKpeIToe pacnpeneneHue kiroueidl. IlpenBapurenbHoe pacnpeneneHue
Kioue. Cxembl MpeaBapUTEIbHOIO PACIPEACICHUS KIIOUYed B CeTH CBsA3U. CXeMbl pa3/iesieHus
cekpera. CrocoObl yCTaHOBICHHS KIIOUeH s KoOH(eEpeHICBsI3u. Bo3MoXHBIE aTakd Ha
MIPOTOKOJIbI PACIPEACIICHUS KITHOYEH.

14. Vnpasnenne wimouamu. JKU3HEHHBIM MUK KIIOYEeH. YCIyrd, MpeaocTaBisieMble
JIOBEPEHHOM TpPEThEH CTOPOHOW. YCTaHOBKAa BpPEMEHHBIX MeToK. Horapuzamms mudpoBbIx
MOJITHACEM.

15. Hekoropble mpakTUYEeCKHE acCHeKThl HCIOJIb30BAHUA MIM(PpPCUCTEM. AHAIN3 TMOTOKA
coobmennii. OmmoOku oneparopoB. duznyeckne U OpraHU3AIMOHHBIE MEPBI MPU UCIOIH30BAHUT
mdperucreM. KBaHTOBO-KpUNTOrpaQUuecKuid MPOTOKON OTKPBITOTO paclpeAeNeHus] KIIYei.
KBaHTOBBII KaHaI U €ro CBOKMCTBA. [[pOTOKOI OTKPBITOrO pacupeAcieHus: KIYEeH.

I[I/ICIII/IHJII/IHa «IJ1IeMEHThI CPEaACTB 3alIUThI HH(l)OpMalIH]/I»

Tema: 3amTa HHPOPMALIUN KOMITBIOTEPHBIX CHCTEM.

Ilonremsr:

1. Komnsrotepnas cuctema (KC). OcHoBHbIE TOHATUSA. DIEKTPOHHBIA AO0KyMeHT (D/]). Bunbt
unpopmanuu B KC.

2. YSI3BEUMOCTh KOMIIBIOTEPHBIX cucTeM. [loHsTHE nocTyma, CyOBEeKT W OOBEKT JOCTYyIIA.
[Tonstue necankunonuposanHoro pocryna (HCJI). Knaccer u Bugst HCJI.

3. Ilonmutuka 6e30MacHOCTH B KOMITBIOTEPHBIX cucTeMax. [[oHATHE MOIMTHKN 0€301aCHOCTH U
e€ OCHOBHbIE 0a30BbIe NpezcTaBieHus. OleHKa 3alUIeHHOCTH

4. Unentudukanuss  nonb3oBateneit  KC-cyObekToB  gocTynma K JaHHBIM.  3ajada
UACHTUGUKAIIMM  TIOJb30BaTEIs. [lonatue  mpoTOKONAa  HMAEHTH(UKALUU. ITonsTue
uaeHTuUIrpyronei nadopmauu

5. CpencrtBa m MeTonbl OrpaHMYeHHs AocTyna K (ainam. OCHOBHBIE MOAXONBI K 3alUTe
nauubix oT HC/I. CriocoOs! ¢ukcaruu ¢aktoB noctymna. KypHaibl jocTymna.

6. Jloctyn K JaHHBIM cO CTOPOHBI Mpouecca. OCOOEHHOCTH 3aLIUThI JaHHBIX OT W3MEHEHHUs.
HapnexHoctb cucreM orpanuuenus goctyna. [loaxon Ha ocHoBe (popmupoBaHUS X3UI-QYHKIIHH,
TpeOOBaHMUS K OCTPOCHUIO U CIIOCOOBI pealn3aluy.

7. IlporpamMmMHo-anmnaparHble cpeacTBa mudposanus. [locTpoeHne nporpaMmMHo-aInapaTHbIX
KoMIUIeKcoB ImuppoBanus. IIpoekTupoBaHue Mojaysied KpUIITONPeoO—pa3oBaHUA Ha OCHOBE
CUTHAJIbHBIX MPOIIECCOPOB.

8. Metoasl U cpencTBa OrpaHuveHust goctyna Kk komrnoHnentam OBM. Komnonentsr [I9BM.
Knaccupukanusa 3amumaembix  komrnoHeHT [I9BM: oruyxknaemble U HEOTUYXKIaemble
KOMITOHEHTHI [IDBM.

9. 3ammTa mMporpaMM OT HECAHKIIMOHHPOBAHHOTO KOMUpoBaHHA. [10aXombl K 3a7aye 3aIinuThl
ot konupoBaHus. Ilpusszka IIO k anmapaTHOMy OKpYXEHHIO U (DU3MYECKMM HOCHUTENSIM Kak
€IMHCTBEHHOE CPEJCTBO 3alIUThI 0T kKonupoBanus [10.

10. Xpanenuss xmoueBoi uHpopmarmu. Ilaponmn wu kmoun. CekpeTHas uH(pOpMAIMS,
HCIIONb3yeMast JUIsl KOHTPOJIS TOCTYIA: KIOYU U apOiu.

11. VnpaBnenue xkpunrtorpadpuueckuMu kimouamu. ['eHepamus xmoueil. Pacnpenenenue
KIIFOUEH.

12. TIpoTokois ayTeHTU(UKAUHN paclpeesieH s KIoUel UIsi CAMMETPUYHBIX KPUIITOCUCTEM.
OCHOBHBIE MIOHATHS U ONIPEEIICHUS, TUIIBI KPUIITOIpPaUYECKUX TPOTOKOJIOB, IPUMEPBHI.

13. IlpoTokosn pa7si ACCUMETPUYHBIX KPHUIITOCUCTEM C HCIOJb30BAHUEM CEPTU(HHUKATOB
OTKPBITHIX KITIOUEH.



14. Opranmsanuss XpaHeHUs KIOYEH (¢ mOpuMepamMu peanu3anuu). MarHuTHbele AMCKU
MpSIMOTO J0cTyna. MarHuTHBIE U MHTE/UIeKTyalbHbIe. CpeactBo TouchMemory.

15. 3ammra nmporpamm ot m3ydeHus. M3ydyenue u obparnoe npoektupoBanue I10. Lenn u
3amaun uzydeHus pabotel [10. CriocoObr nzydenus I10: craTnyeckoe U TMHAMUYECKOE U3YUICHHE.
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